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WhyHardware-AssistedApplicationSecurity?
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Hardware-AssistedSecurity EnablesImplementation of
TrustedExecutionEnvironments (TEEs)
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Principle of Remote Attestation
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Historyof Remote Attestation

5

TPM 
Attestation

2001

Dynamic Root 
of Trust

2005

Software-based 
Attestation

2004

Property-based 
attestation

2004

Minimal Trust 
Anchors

2010

PUF-based 
Attestation

2011

Swarm 
Attestation

2015

{95! ώ//{Ωмрϐ
{!b! ώ//{Ωмсϐ
5!wt! ώ²ƛ{9/Ωмсϐ

Property-ōŀǎŜŘ !ǘǘŜǎǘΦ ώb{t²Ωлпϐ
Behavior-ōŀǎŜŘ ¢Ǌǳǎǘ ώb{t²Ωлпϐ
{ŜƳŀƴǘƛŎ wŜƳƻǘŜ !ǘǘŜǎǘΦ ώ±aΩлпϐ

AMD SVM
Intel TXT
Intel SGX
CƭƛŎƪŜǊ ώ9ǳǊƻǎȅǎΩлуϐΧ

th{9 ώ9{hwL/{Ωмлϐ
{a!w¢ ώb5{{ΩмнΣ5!¢9Ωмпϐ
TrustLiteώ9ǳǊƻǎȅǎΩмпϐ

tƛƻƴŜŜǊ ώ{h{tΩлрϐΧ
{²!¢¢ ώ{tΩлпϐ

PUFattώ5!/Ωмпϐ
Lightweight PUF 
!ǘǘŜǎǘΦ ώ²ƛ{9/Ωммϐ



Key Limitation:
current binary attestation schemes 
do not address run-time (memory 

corruption) attacks



7

Embedded System 
with

ARM TrustZone

Intel SGX 

CONTROL-FLOW 
ATTESTATION

RUN-TIME ATTACKS 
AGAINST INTEL SGX

TEE BUG 
FINDING



Problem Space of Run-time Attacks
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Control-Flow Attack
[Shacham, ACM CCS 2007]

[Schuster et al., IEEE S&P 2015]
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Related Work

Control-flow 
integrity 

(CFI) 
[Abadiet al., 
//{Ωлрϐ 

Data-flow 
integrity 

(DFI) 
[Castro et al., 
h{5LΩлсϐ

Code-pointer 
integrity 

(CPI) 
[Kuznetsov et 
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Remote 
Dynamic 
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[Kilet al., 
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Not suitable for control-flow attestation

ÍIntegrity-based schemes usually target a specific runtime attack 
class

ÍThese schemes only output whether an attack occurred but 
ŘƻƴΩǘ ŀǘǘŜǎǘ ǘƘŜ ŎƻƴǘǊƻƭ-flow path
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How to attest the executed control 
flows without transmitting all 

executed branches?



C-FLAT Measurement Function
Cumulative Hash Value:  H i = H ( H i-1, N )

ÅH i-1 - previous hash result 

ÅN - instruction block (node) just executed
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Loops are a challenge!

Different loop paths 
and loop iterations lead to many valid 
hash values



C-FLAT: Loop Handling 
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C-FLAT: Loop Handling 
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Prototype Architecture

ÅImplementation on Raspberry Pi 2
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Evaluation: Syringe Pump
Source: https://hackaday.io/project/1838-
open-syringe-pump

ÅOriginal implementation targets Arduino 
boards
ÅWe ported the code to Raspberry Pi
Å13,000 instructions with 332 CFG edges of 

which 20 are loops
ÅMain functions are set-quantity and 

move-syringe



Applying C-FLAT to Syringe Pump

while (1) {
if ( serialReady ()) {

cfa_init ;
processSerial ();
cfa_quote ;

}
}

1

if ƽÉÎÐÕÔ ˮˮ Ʀ˩Ʀƾ ǅ
action ( PUSH,bolus );
updateScreen ();

} 
else if ƽÉÎÐÕÔ ˮˮ Ʀ-Ʀƾ ǅ

action ( PULL,bolus );
updateScreen ();

}

steps = bolus * steps_per_mL
if (direction == PUSH) {

/* set stepper direction */
} else { /* PULL */

/* set stepper direction */
}
for (steps) {

/* move stepper */
}

2
3

9

10

11

12
13

4

6

7

8
processSerial()

action(direction,bolus)

14

5

main()

bolus= dose of drug;
volume of cylinder for a 

particular height
x

Please note that this slide shows a simplified view of the 
Syringe pump code and control-flow graph.



Final Hash Measurements

steps = bolus * steps_per_mL
if (direction = PUSH) {

/* set stepper direction */
} else /* PULL */

/* set stepper direction */
}
for (steps) {

/* move stepper */
}

4

6

7

8

action(direction,bolus)

5

Χ

Χ

b3 c5 ca c4 6f dc 6a d0 
4a 80 10 09 af a3 59 70

e0 9a f6 48 11 65 17 94 
a7 0b 06 f0 ba e4 75 75

97 78 fb fc 93 09 4e d7 
ac 32 5d 65 eb 29 08 0c
(#iterations)

Final Measurements for 
PUSH, PULL operations:

Loop Measurement:



Open Questions

ÍHowto addressperformanceoverhead? 

üTackledbasedon hardwareassistancein a follow-up
work, LO-C!¢ ώ5!/Ψмтϐ

ÍWhatcangowronginsidethe TEE? 

üNext part of this talk with focuson SGX



Overview on Intel SGX
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App-Enclave Communication
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AcademicResearch on Side-Channel Attacks AgainstSGX
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