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Principle of Remote Attestation
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Historyof Remote Attestation
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current binaryattestationschemes
do not address ruitime (memory
corruption) attacks
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Problem Space of R#ime Attacks

ControlFlow Attack Non-ControlData Attack
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Related Work
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Not suitable for controiflow attestation

| Integrity-based schemes usually target a specific runtime attack

class
| These schemes only output whether an attack occurred but
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GFLAT
[Aberaet al., CCS 2016]
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How to attest the executed control
flows without transmitting all
executed branches?



GFLAT Measurement Function
Cumulative Hash Valueéd,=H (H, ;, N)
AH ., - previous hash result
AN - instructionblock (node) just executed

H,=H(0A)




Loops are a challenge!

Differentloop paths
and loopiterations lead to many valid
hash values



GFLAT: Loop Handling
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GFLAT: Loop Handling
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Prototype Architecture
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Evaluation: Syringe Pump

Source: https://hackaday.io/project/1838
opensyringepump

A Original implementation targets Arduino
boards

A We ported the code to Raspberry Pi

A 13,000 instructions with 332 CFG edges «
which 20 are loops

A Main functions areset-quantity and
move-syringe




Applying CFLAT to Syringe Pump

main . L
0 action(direction,bolug
while (1) { = X
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cfa_init . S
processSerial  (); @9 > %) /elsseet s{teﬁpgbcﬂ[i?tlon /
f E) D
} SrAE @ [* set stepper direction */
} }

; for (steps) {
[* move stepper */
. © .
processSeri
f sET BDOO 77
action (PUSHDbolus );
updateScreen ();

Z bolus= dose of drug;
volume of cylinder for a
particular height

_—
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}
@eciseif s ET DOO-R
action (PULLbolus );
updateScreen (); @

}

Please note that this slide shows a simplified view of the
Syringe pump code and contftdw graph.
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Final Hash Measurements

action(direction,bolug Final Measurements for
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OpenQuestions

| Howto addresgperformanceoverhead®
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| Whatcangowronginsidethe TEE?
U Nextpart of this talk with focuson SGX



Overview on Intel SGX

APP Malware

App Code App Code
App Data App Data

Enclave K~

APP
App Code

App Data
Enclave

Enclave_

21



App-Enclave Communication

Enclave Code

Enclave Data

Enclave

Entry & EXit

Entryto Enclave
codeisonly allowed
at pre-defined
entry points

22



AcademidResearch on Sidéhannel AttackdgainstSGX
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