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isa technique that targets the in
architectures by monitoring the usage footprint of the
execution flows.
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Modern Microarchitecture design
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cores.
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SMT Timing Attacks

» L1 data cache (Percival, 2005)
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SMT Timing Attacks

» L1 data cache (Percival, 2005)
> OpenSSL 0.9.7c RSA sliding window
exponentiation
» Integer multiplication unit (Aciicmez et al.,
2007)
»> OpenSSL 0.9.8e sliding window
exponentiation

Memory Subsystem

Aem-t aniosz.

[Lne il sutters (uFe)|
(10 entries)

328/cycle

4/14



SMT Timing Attacks
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SMT Timing Attacks
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SMT Timing Attacks
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Port Contention in Execution Engine
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Port Contention in Execution Engine

> Covert Shotgun?: automated framework to
find SMT covert channels (Fogh, 2016)
» mentioned possible covert channels due to
caching of decoded uops, port congestion,
and execution unit congestion.

thtps ://cyber.wtf/2016/09/27/covert- shotgun/
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Port Contention in Execution Engine

> Covert Shotgun?: automated framework to
find SMT covert channels (Fogh, 2016)
» mentioned possible covert channels due to
caching of decoded uops, port congestion,
and execution unit congestion.

“Another interesting project would be identifying
[subsystems] which are being congested by specific
instructions”
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Port Contention in Execution Engine

> Covert Shotgun?: automated framework to
find SMT covert channels (Fogh, 2016)
» mentioned possible covert channels due to
caching of decoded uops, port congestion,
and execution unit congestion.

J

“Another interesting project would be identifying
[subsystems] which are being congested by specific
instructions”

Execution Engine

“it would be interesting to investigate to what extent Mermory Subsystem
these covert channels extend to spying”

2https ://cyber.wtf/2016/09/27/covert-shotgun/
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PORTSMASH Covert-Channel

exploits the shared Execution Engine to create
timing side-channels due to port contention among
two or more processes running on different
logical cores but the same physical cores

» We performed the experiment on

» Alice first issues crc32 blocks in an infinite
loop, while Bob executes 22° blocks of crc32
and then vpermd, and vice versa.

» A block contains 3 said instruction with
disjoint operands, to

r

, and

> { 1 is caused when both Alice
and Bob issue instructions to the same port.

TABLE 1. SELECTIVE INSTRUCTIONS. ALL OPERANDS ARE
REGISTERS, WITH NO MEMORY OPS.

Reciprocal
Instruction Ports Latency Throughput
add 0156 1 0.25
crc32 1 3 1
popcnt 1 3 1
vpermd 5 3 1
vpbroadcastd 5 3 1

TABLE 11
RESULTS OVER A THOUSAND TRIALS. AVERAGE CYCLES ARE IN

THOUSANDS.

Diff. Phys. Core Same Phys. Core
Alice Bob Cycles Cycles
Port 1 Port 1 203331 408322
Port 1 Port 5 203322 203820
Port 5 Port 1 203334 203487
Port 5 Port 5 203328 404941
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PORTSMASH Side-Channel

mov $COUNT, $rcx

1:

1fence

rdtsc

1fence

mov %rax, %$rsi

#ifdef P1

.endr
#elif defined(P5

.rept 48

vpermd $ymm0, %ymml, $ymm0
vpermd $ymm2, %ymm3, $ymm2
vpermd $ymm4, $ymmS, %ymmd
.endr

The PORTSMASH technique with multiple build-time port configurations P1,

#elif defined(P0156
.rept 64

add %r8, %r8

add %r9, %r9

add %rl0, %rl0

add %rll, %rll

.endr

#else

#error No ports defined
#endif

1fence

rdtsc

shl $32, $rax
or %rsi, %rax
mov %rax, (%rdi)
add $8, %rdi
dec %rcx

jnz 1b

P5, and P0156.

Instruction

Ports

add

crc32

popcnt
vpermd
vpbroadcastd

0156

[ RV

7114



mov $COUNT, $rcx

1:

1fence

rdtsc

1fence

mov %$rax, %rsi

#ifdef P1
48

#elif defined(P5

.rept 48

vpermd $ymm0, %ymml, $ymm0
vpermd $ymm2, %ymm3, $ymm2
vpermd $ymmd, %ymm5, $ymmd
.endr

PORTSMASH Side-Channel

#elif defined(P0156)
.rept 64

add %r8, %r8

add %r9, %r9

add %rl0, %rl0

add %rll, %rll

.endr

#else

#error No ports defined
#endif

1fence

rdtsc

shl $32, %rax
or srsi, %rax
mov $rax, (%rdi)
add $8, %rdi
dec %rcx

jnz 1b

The PORTSMASH technique with multiple build-time port configurations P1,

P5, and P0156.

Instruction

Ports

add

crc32

popcnt
vpermd
vpbroadcastd

0156

[T .

Latency

400
300
200
100

30f0 <x64_foo>:

30£0 test  %rdi,%rdi
30£3  je 4100 <x64_foo+0x1010>
30£9 jmpg 4120 <x64_foo+0x1030>

4100 <x64_foo+0x1010>
4120 vpbroadcastd %xmm0, $ymm0
4125 vpbroadcastd $xmml, $ymml
412a vpbroadcastd $xmm2, $ymm2
412f vpbroadcastd %xmm0, $ymm0
4134 vpbroadcastd $xmml, $ymml
4139 vpbroadcastd $xmm2, $ymm2
413e  jmp 4120 <x64_foo+0x1030>
4140 retq

Victim with port footprint at port 1 and port 5.

1

Spy: P1/ Victim: 0 ——

Victim executing x64_foo.

Spy: P1/ Victim:

Timings for the PORTSMASH Spy when configured with P1, in parallel to the
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PORTSMASH Side-Channel

mov SCOUNT, %rex #elif defined(P0156) 30£0  <x64_foo>:
.rept 64 30£0 test  %rdi,$rdi
1: add %r8, %r8 303 e 4100 <x64_foo+0x1010>
i;:ze :ig :ié,%;ilo 30£9 jmpq 4120 <x64_foo+0x1030>
lfence add $ril, sril
mov %rax, $rsi .endr
#else
#ifdef P1 #error No ports defined
#endif
1fence
0 ;g;sgn o ~£00+0x1010>
Felif defined (F5) or trsi, %rax oo VPEroaj“Sti L, syt
.rept 48 mov $rax, (%rdi) °  vpbroadeastd Exmml, ymn]
vpermd $ymm0, $ymml, $ymm0 add $8, %rdi 412a  vpbroadcastd %xmn2, $ymm2
vpermd $ymm2, %$ymm3, $ymm2 dec %rcx 412f vpbroadcastd %xmm0, %ymm0
vpernd Symm4, $ymmS, %ymmé jnz 1b 4134 vpbroadcastd $xmml, $ymml
.endr 4139 vpbroadcastd $xmm2, $ymm2
413e jmp 4120 <x64_f£00+0x1030>
4140 retq

The PORTSMASH technique with multiple build-time port configurations P1,
P5, and PO156.
Victim with port footprint at port 1 and port 5.

400
Instruction Ports z 30

add 0156 2 200

cre32 1 - ”’g Spy: P1/ Victim: 0 —— Spy: P1/ Victim: 1

popent 1 I ! : . ! , !

vpermd 5 Timings for the PORTSMASH Spy when configured with P1, in parallel to the
vpbroadcastd 5 Victim executing x64_foo.
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PORTSMASH Side-Channel

mov $COUNT, $rcx #elif defined(P0156)

.rept 64
1: add %r8, %r8
lfence add %r9, %r9
rdtsc add %rl0, %rl0
1fence add %rll, %rll
mov %rax, srsi .endr
#else
#ifdef P1 #error No ports defined
#endif
1fence
0 rdtsc
shl $32, %rax

Felif defined (P5) or srsi, %rax
.rept 48 mov $rax, (%rdi)
vpermd $ymm0, Symml, %ymm0 add $8, Srdi
vpermd $ymm2, %ymm3, $ymm2 dec $rcx

vpermd $ymmd, %ymm5, %ymm4 jnz 1b

.endr

The PORTSMASH technique with multiple build-time port configurations P1,
P5, and P0156.

Instruction Ports
add 0156
crc32

popcnt
vpermd
vpbroadcastd

[T .

Latency

30£0 <x64_foo>:
30£0 test  %rdi,%rdi

30£3  je 4100 <x64_foo+0x1010>
30£9 jmpg 4120 <x64_foo+0x1030>

4100 <x64_foo+0x1010>
4120 vpbroadcastd sxmm0, symm0
4125 vpbroadcastd $xmml, $ymml
412a vpbroadcastd $xmm2, $ymm2
412f vpbroadcastd %xmm0, $ymm0
4134 vpbroadcastd $xmml, $ymml
4139 vpbroadcastd $xmm2, $ymm2
I13e Jmp T120 <x64_f00+0x1030>
4140 retq

alle jmp

Victim with port footprint at port 1 and port 5.

400
300
200
100

Spy: P1/ Victim: 0 ——

Spy: P1/ Victim: |

Timings for the PORTSMASH Spy when configured with P1, in parallel to the

Victim executing x64_foo.
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PORTSMASH Spatial Resolution

<x64_foo>: 4150  <x64_bar>:

test  $rdi,srdi 4150 test  $rdi,%rdi

je 4100 <x64_foo+0x1010> 4153 je 5100 <x64_bar+0xfb0>
jmpg 4120 <x64_foo+0x1030> 4159 jmpg 5140 <x64_bar+0xff0>

pope
popen
jmp 4100 <x64_foo+0x1010>
vpbroadcastd $xmm0, $ymm0
vpbroadeastd xmml, ymml
vpbroadcastd $xmm2, $ymm2
vpbroadeastd $xmm0, symm0

vpbroadcastd $xmml, $ymml 4110, $r
vpbroadcastd $xmm2, tymm2 5100 <x64_bar+0xfb0>
jmp 4120 <x64_foo+0x1030> #ax, $ax

retq 5140 vpbroadcastd %xmm0, $ymm0

5145 vpbroadcastd $xmml, symml
514a  vpbroadcastd $xmm2, $ymm2
514f vpbroadcastd %xmm0, symm0
5154  vpbroadcastd $xmml, $ymml
5159 vpbroadcastd %xmm2, Symm2
515 vpbroadcastd %xmm0, $ymm0
5163 vpbroadcastd %xmml,$ymml
5168 vpbroadcastd $xmm2, tymm2
516d  vpbroadcastd $xmm0, $ymm0
5172 vpbroadcastd %xmml, Symml
5177 vpbroadcastd $xmm2, $ymm2
517c jmp 5140 <x64_bar+0xff0>
517e  retq

Two Victims with similar port footprint, i.e., port 1 and port 5, but different cache footprint.
Left: Instructions span a single cache-line. Right: Instructions span multiple cache-lines.
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End-End Attack on a TLS Server

» OpenSSL 1.1.0h TLS server configured with
P-384 ECDSA running on Intel Core i7-6700

Skylake 3.40GHz featuring Hyper-Threading.

» Secret dependent on double and add
operations of the underlying ec_wNAF_mu'l
point multiplication function during ECDSA.

for (k = max_len - 1; k >= 0; k--) {

if (tr_is_at_infinity) {

}

if (IEC_POINT_dbl(group, r, r, ctx))

goto err;

for (i = 0; i < totalnum; i++) {

if (WNAF_len[i] > (size-t)k) {

int digit = wNAF[i][k];
int is_neg;
if (digit) {
is_neg = digit < 0;
if (is_neg)
digit = -digit;
if (is_neg != r_is_inverted) {
if (Irois_at_infinity) {
if (1EC_POINT invert(group, r, ctx))
goto err;
}
r_is_inverted = !r_is_inverted;
+
/* digit > 0 */
if (r_is_at_infinity) {
if (1EC_POINT copy(r, val sub[i][digit >> 11))

goto err;
r_is_at_infinity = o;
} else {
if (1EC_POINT_add(group, r, r, val sub[i][digit >> 1], ctx))
goto err;
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End-End Attack on a TLS Server

300 ECDH ECDSA ' (below)
250
200
150

Procurement Phase

Latency

0 5000 10000 15000 20000 25000 30000 35000 40000 45000

Raw TLS handshake trace showing scalar multiplications during ECDH and
ECDSA.



End-End Attack on a TLS Server

300 ECDH ECDSA ' (below) F
250 F
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Raw TLS handshake trace showing scalar multiplications during ECDH and
ECDSA.

Signal Processing Phase

Zoom at the end of the previous ECDSA trace, peaks (filtered) showing
repeated double and add operations.



End-End Attack on a TLS Server

300 ECDH ECDSA ' (below) F
250 F
200 -
150 T T T T T T T T T

0 5000 10000 15000 20000 25000 30000 35000 40000 45000

Procurement Phase

Latency

Raw TLS handshake trace showing scalar multiplications during ECDH and
ECDSA.

Signal Processing Phase

Zoom at the end of the previous ECDSA trace, peaks (filtered) showing
repeated double and add operations.

04 e —
Key Recovery Phase 0 S=
o1 ADDDD

Length (samples)

Length distributions for various patterns at the end of scalar multiplication.



On Intel SGX

SGX —— Filtered non-SGX
T T T T T T T T T
0 500 1000 1500 2000 2500 3000 3500 4000 4500
Time

From top to bottom: raw trace of our SGX Victim; said trace after filtering; raw trace of our user space Victim; said trace after filtering. Both victims
received the same input, i.e., a scalar that induces 16 point adds at the end of the trace, clearly identifiable by the peaks in the filtered traces.



Proposed Mitigations

» Secure code with no secret dependent branches (best solution)
> As a result of PORTSMASH and , a timing-resistant implementation from the
OpenSSL 1.1.0 branch (another work by our team) was backported to 1.0.2q to replace the
vulnerable wNAF implementation (PR#75933).
» Disable SMT Il
» OS support for logical core isolation from user space (difficult to implement).

3https ://github.com/openssl/openssl/pull/7593


https://github.com/openssl/openssl/pull/7593

Conclusion

» PORTSMASH is a practical attack vector.
» PORTSMASH is , , has , and requires

» Microarchitectures are becoming more complex (potential for new side-channels).

» Side-channel analysis is still a practical and powerful tool to detect vulnerabilities, even in
software.



Thank You!

PORTSMASH POC

https://github.com/bbbrumley/portsmash
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PORTSMASH comparison with other techniques

TABLE III
COMPARISON OF MICROARCHITECTURE ATTACK TECHNIQUES (ORIGINAL VERSIONS)
Attack Spatial Resolution Size Detectability Cross-Core Cross-VM
TLBLEED Memory Page (Very low) 4 KB Low No Yes/SMT
PRIME+PROBE Cache-set (Low) 512 bytes Medium Yes Yes/SharedMem
FLUSH+RELOAD Cache-line (Med) 64 bytes High Yes Yes/SharedMem
FLUSH+FLUSH Cache-line (Med) 64 bytes Low Yes Yes/SharedMem
CacheBleed Intra cache-line (High) 8 bytes Medium No Yes/SMT
MemJam Intra cache-line (High) 4 bytes Medium No Yes/SMT
PORTSMASH Execution port (Very High) uops Low No Yes/SMT
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